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	H&MV Engineering  are committed to upholding the highest standards of corporate governance, sustainability, and regulatory compliance. 

This form aims to gather essential information about your company's practices, including environmental, social, and governance (ESG) considerations. By completing this form, you will help us assess your suitability as a partner and ensure that our supply chain remains ethical, sustainable, and compliant with relevant regulations.

We value the partnerships we have with our suppliers, and we believe that working together on these issues is essential for mutual success and the well-being of our stakeholders. Your cooperation in providing accurate and comprehensive information is greatly appreciated.

Protecting our information systems remains a strategic priority. The significance of not securing our information could expose H&MV, our partners and our customers to serious and lasting effects; threatening our reputation and ability to operate. 
Obtaining assurance over our suppliers’ security posture, and the way in which our information systems are designed and built, prior to their implementation, reduces the chances of cyber security vulnerabilities being introduced, and therefore reduces our risk exposure. 
Please accurately assess your organisation's current capability in the achievement of the outlined Security Control Statements, supported by the submission of appropriate evidence.
Acknowledging the sensitivity surrounding the completion of these assessments, we do not expect to review information which exposes security control secrets. Instead, we will accept answers at the conceptual level – for example, specifying that ‘Extended Detection and Response’ is deployed, rather than specifying products.

	Supplier Name:
	Description of Products:


	Address: 



	Geographic Region:

	H&MV Contact Name:

	Telephone

	Website


	Sales Email

	Accounts Email


	Sales Contact Name
	Sales Contact Number



	To add a Supplier to the Approved List they must satisfy ONE or more of the following criteria:
(Tick all that apply)
☐	Historical Evidence of demonstrated capability and performance.
☐	First party approval (sample/inspections).
☐	ISO 9001:2015 approved.
☐	Specified by the client or his agent.
☐	Provision of 2 number satisfactory references.

	Please give details of the criteria satisfied for the above:  


	Finance:

	Company VAT Number:  

	Company Registration Number:  
	Registration Date: 

	Bank Name:   

	Bank Account Name:  

	International Bank Account Number (IBAN):   

	SWIFT / BIC Code:   

	Bank Address:  

	Please state any credit terms or any other conditions of trading: 





	Quality Control:

	Has the company been assessed to a recognised Quality Standard?  
	☐ YES   
	☐ NO

	[bookmark: _Hlk166505818]Compliance Policies:

	1
	Do you declare that you operate in a fair & ethical manner and operate anti-bribery policies within your organisation.
	☐ YES   
	☐ NO

	2
	Do you ensure that your products are manufactured in line with all correct labour standards and do not engage in the use of child labour.	 
	☐ YES   
	☐ NO

	3
	Do you agree to modern slavery laws.	
	☐ YES   
	☐ NO

	4
	Do you have policies to manage material impacts, risks and opportunities related to value chain workers.
	☐ YES   
	☐ NO

	5
	Are you prepared to comply with the UN Guiding Principles on Business and Human Rights, ILO Declaration on Fundamental Principles and Rights at Work or OECD Guidelines for Multinational Enterprises that involve value chain workers.
	☐ YES   
	☐ NO

	6
	Do you have policies regarding protection against retaliation for individuals that use channels to raise concerns or needs are in place.
	☐ YES   
	☐ NO




	Sustainability:

	1
	Do you have an ESG Policy?/Sustainability Policy (Environmental, Social, Governance Policy). If yes, please attach
	☐ YES   
	☐ NO

	2
	Have you completed a Carbon Footprint? If yes, please attach
	☐ YES   
	☐ NO

	3
	Do you have a Sustainability Strategy or Carbon Reduction Goals? If yes, please attach
	☐ YES   
	☐ NO

	4
	Do you plan on completing any of the above in the next 6 months?
	☐ YES   
	☐ NO

	5
	If not, why not? (Please select) 
☐ Not a priority
☐ Time constraints
☐ Lack of knowledge / expertise
☐ Cost
☐ Other (Please specify) ________________________________

	6
	Does your company produce sustainability reports in accordance with CSRD or similar reporting standards (e.g., GRI, CDP, SASB or other)? Please specify if which other: ______________________________. If yes, please attach
	☐ YES   
	☐ NO

	7
	Do you have for your products/services GWP (Global Warming Potential) expressed in CO2 Equivalent in which of the following formats:
•	EPD’s (Environmental Product Declaration)
•	CFP (carbon Footprint of products)
•	LCA (Life Cycle Analysis)
•	Self-declaration with commitment of the CO2 equivalents emissions expected for the above mentioned products/services or equivalent product/service
If yes, please attach
	☐ YES   
	☐ NO






	Information Security

	1
	Does your company have a documented Information Security Management System?
	☐ YES   
	☐ NO

	2
	Does your company have an Information Security Management System that has undergone any third party assurance / certification to ISO 27001:2022, or equivalent? If YES, please attach Certificate.
	☐ YES   
	☐ NO

	3
	Does your company have a Service Organisation Control Type 2 (SOC 2) certificate? If YES, please attach Certificate.
	☐ YES   
	☐ NO

	4
	Has your company achieved Cyber Essentials or Cyber Essentials Plus certification? If YES, please attach Certificate.
	☐ YES   
	☐ NO

	5
	Does your company have documented information security and acceptable use policies in place which employees have to adhere to? If YES, please attach Information Security Policy.
	☐ YES   
	☐ NO

	6
	Select all your company's devices protected from malware:

	
	☐ Computers 
☐ Laptops
☐ Tablets
☐ Mobile Phones
☐ Others
☐ None

	7
	Does your company maintain appropriate records and registers of its data processing activities?
	☐ YES   
	☐ NO

	8
	Has your company identified personal data it holds, its origin and who has access to it?
	☐ YES   
	☐ NO

	9
	Does your company have procedures in place to ensure the rights of individuals, including how it handles subject access requests and requests for deletion of personal data?
	☐ YES   
	☐ NO

	10
	Does your company have a documented personal data breach notification procedure in place?
	☐ YES   
	☐ NO

	11
	Has your company suffered a personal data breach in the last five years? If YES, please provide details.
	☐ YES   
	☐ NO

	12
	Does your company provide information security and data protection training to staff at least every two years?
	☐ YES   
	☐ NO

	13
	Does your company provide information security and data protection training to new employees on induction?
	☐ YES   
	☐ NO

	14
	Has your company had any data protection law breaches in the last 5 years?
	☐ YES   
	☐ NO

	15
	Within the last two years, has your company conducted internal Information Security audits and applied the identified corrective measures/controls?
	☐ YES   
	☐ NO

	16
	Please select any of the additional approaches your company has taken to address Information Management and Cyber Security:
☐ Specific policy/statement regarding measures to manage the risk of information and cyber security incidents in your company's supply chain
☐ Mandated, minimum Information Security standards required from your company’s supply chain before goods or services are supplied to your company
☐ Formal appointment of a person responsible for Information Security/Data Officer
 ☐ Company has a nominated Information Security Incident or Crisis Response Team with a documented mandate
 ☐ Systems in place to record Information Security Incidents
☐ Monitor and receive alerts for suspicious or unexpected cyber security activity
☐ Penetration tests and/or vulnerability tests conducted at least annually
☐ None of the above

	17
	Is there a person to contact for Information Security issues within your company?
If Yes state:
Name: ☐(Please specify) ________________________________
	YES    ☐
	NO    ☐



















	GDPR

	H&MV Engineering are committed to compliance with all relevant EU and Member State laws in respect of personal data, and the protection of the ‘rights and freedoms’ of individuals whose information H&MV Engineering collects and processes in accordance with the General Data Protection Regulation (GDPR). As an external organisation we need to ensure you will assist H&MV with its obligations regarding data security. 
Subcontractor and each Subcontractor Affiliate shall:
•	Comply with GDPR and all applicable Data Protection Laws in the Processing of H&MV Engineering Personal Data
•	Not process H&MV Engineering personal data other than that stipulated by the contract, for the purpose of performing the contract 
•	Take reasonable steps to ensure the reliability of any employee, agent or contractor who may have access to the H&MV Engineering Personal Data, ensuring in each case that access is strictly limited to those individuals who need to know / access the relevant company Personal Data, as strictly necessary for the purposes of the agreement
•	Ensure compliance with GDPR in the context of individual's duties to the contracted vendor, ensuring that all such individuals are subject to confidentiality undertakings or professional or statutory obligations of confidentiality
•	Implement appropriate technical and organisational measures to ensure a level of security appropriate to that risk, including, as appropriate, the measures referred to in Article 32(1) of the GDPR
•	Shall provide reasonable assistance to H&MV Engineering with any data protection impact assessments (DPIA’s)
•	Shall follow H&MV Engineering procedures in relation to accessing necessary personal data 
•	Shall erase any personal data at the request of H&MV Engineering during or upon completion of the contract as stipulated under the right to erasure 
•	Shall notify H&MV Engineering without undue delay upon any Vendor or Subcontractor becoming aware of a Personal Data Breach affecting H&MV Engineering Personal Data, providing H&MV Engineering with sufficient information to allow each Company Group Member to meet any obligations to report or inform Data Subjects of the Personal Data Breach under GDPR



	GDPR

	GDPR Representative’s Name (on behalf of the organisation)
	 

	The above-mentioned organisation is committed to GDPR compliance? 
	                      Yes ☐

	Do you agree the above terms in relation to GDPR?
	[bookmark: _Hlk21332288]                      Yes ☐

	Date (Valid for 12 months)
	 


















	Supplier Sign Off:

	I / We declare that the above information is correct at this date and hereby authorise H&MV Engineering Ltd and subsidiaries to make any necessary enquiries to confirm the information as provided

	Signed on behalf of Supplier:
	

	Name (Print):
	 

	Position
	 

	Date
	 

	Supplier Approval

	Approved By the Information Security Committee, Environmental and Sustainability Department  and Procurement Department:


	Name:					Sign:					Date:


	Name:					Sign:					Date:


	Name:					Sign:					Date:



	

Please submit to Procurement@hmveng.ie
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